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Cybervetting Example

“My data”
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Don’t believe everything you see 

on the Internet!
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1)Introduction

– Define Terms

– Describe State of Practice

– Describe Research Base

2)Rough Theoretical model

3)Propositions derived from model

4)Implications based on the model

Outline of Talk
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What is cybervetting?

Cybervetting is defined as a practice of reviewing various 

electronic sources to glean information about prospective 

job applicants (Mikkelson, 2010).
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What is cybervetting used for?
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Screening

•79% of US human resource 

professionals use online information

to evaluate job candidates

•35% have rejected a job candidate

based on the information found 

online



What is cybervetting used for? (cont’d)
Recruitment/Sourcing

•73% of the responding HR professionals have successfully 

hired a candidate who was 

identified or introduced 

through SNWs
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What is cybervetting used for? (cont’d)
Recruitment/Sourcing

•92% of employers use or plan to begin using Social 

Networking Websites to 

support their recruitment

efforts
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Summary of the Current Research

Job Applicant Reactions:

•Job applicants generally have a negative attitude 

toward the practice of cybervetting (Stroughton, Thompson, 

Meade, & Wilson, 2012). 
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Summary of the Current Research

Personality:

•Web users who are low in Conscientiousness, 

Agreeableness, and Emotional Stability tend to post 

inappropriate info on their profiles (Karl, Peluchette, & 

Schlaegel, 2010).

•Extraverts tend to exhibit similar pattern of behavior 

in their offline and online lives (Tosun, & Lajunen, 2010)
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Summary of the Current Research

Personality:

•Raters are able to draw semi-accurate conclusions 

about a SNW profile owner’s personality (Back et al. 2010; 

Gosling et al., 2008).

•But, comments or posts made by the third parties on 

one’s SNW profile may affect how observers rate the 

profile owner’s personality (Walther et al., 2009).    



14

13

Summary of the Current Research

LinkedIn

•Relation between number of connections, positions 

held, recommendations given, employment gaps and 

competencies (Sinar, 2013)



15

14

Summary of the Current Research

Intelligence and Global Academic Performance:

•Raters are able to accurately differentiate between 

the SNW users who score high versus low on 

Wonderlic personnel test and those who have higher 

GPA versus lower GPA (Kluemper & Rose, 2009)  



16

15

There is a

-modest correlation between self-ratings of 

personality and perceptions based on online-based data

-modest correlation between self-rated 

personality traits and specific online behaviors

-tendency for people to be influenced by 

irrelevant behavior

What we know
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Where the research/thinking is 

lacking?
What are different types of online behavior?

What should be focus on?

What should we ignore?

Can we develop a theoretical model that will 

help guide research and practice?

Can we develop a set of procedures to help 

practitioners make better decisions?
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Defining Online Behavior…

It is a host of activities in which web users engage 

in order to achieve various goals.

Types of online behavior:

1. Professional

2. Proactive

3. Deviant

4. Irrelevant
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Professional Cyber-Behavior

Posting related to one’s area of expertise

Job-related accomplishments

Professional groups

Marketing one’s products or services

Advertising work experience and proficiencies

LinkedIn most popular source
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Behavior that relates to helping others and 

creating a positive atmosphere

Participating in charities

Helping others out

Volunteerism

Proactive Cyber-Behavior
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Behavior that demonstrates a negative 

disposition

Taunting or harassing behavior

Drug use

Excessive internet use

Legal issues

Deviant Cyber-Behavior
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Online behavior that would not be related to 

online work behavior

Sports affiliations

Hobbies

Political activity

Irrelevant Behavior
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“I am going to guess I am not Downton Abbey's target audience. 

Still, overall I find it to be an enjoyable series, although it seems 

to lose its way in Season 2. I guess the sophomore jinx. In 

particular, when you have a story line that features a returning 

relative who had amnesia for years and also suffered bad burns 

and has their face taped so they are unrecognizable, you could be 

watching any soap opera parody.”
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“Great game. Button mashing fun. Very realistic boxing. I guess 

the next improvement would be to make it easier to move. You 

still seem pretty limited in you foot movement; pretty much can 

move back and forth or around your opponent in a circle. A 

definite must have in your video collection whether you like 

boxing or not. Fun game to play with others.”
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1) Online behavior is rarely directly related to 

job performance and so we should be extremely 

careful about using it for hiring decisions

2) Many of the antecedents of online behavior 

are also predictive of job behavior

3) Focus on online behaviors that can be 

directly linked to work-relevant antecedents 

Propositions
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Common Antecedents:

Personality

Intelligence

KSAs

Online Behavior:

Professional

Positive

Negative

Workplace Criteria:

Task Performance

OCB
CWB

Irrelevant Cyber-
Behavior

Theoretical Model
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Common Antecedents:

Job Knowledge

Intelligence

Conscientiousness

Work Centrality

Online Behavior:

Professional

Workplace Criteria:

Task Performance

Professional Behavior
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Common 
Antecedents:

Conscientiousness

Online Behavior:

Proactive

Workplace 
Criteria:

Org Citizenship 
Behavior

Proactive Behavior
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Common 
Antecedents:

Conscientiousness

Online Behavior:

Deviant

Workplace Criteria:

Interpersonal & 
Organizational 

Deviance 

Deviant Behavior



36

32

1) Does professional online behavior predict 

task performance?

2) Does proactive online behavior predict OCB?

3) Does online deviant behavior predict 

interpersonal and organizational deviance?

Research Propositions
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1) Discusses issues related to work

2) Marketing themselves

3) Membership in professional groups

4) Grammar

Developing coding scheme for

Professional Behavior
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1) To what extent does irrelevant information 

influence judgments?

2) Training raters to effectively code online 

behavior

3) Training raters to ignore irrelevant cues

4) Control for volume of activity

5)  How do we handle unstandardized data?

Challenges When Using Social 

Media in Practice
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Cybervetting is going to occur even if we think it 

is bad practice.

Therefore, we have an obligation to make the 

best out of a potentially dangerous practice or to 

empirically demonstrate its futility.

This practice raises issues of employer-personal 

boundaries

Special laws apply to protect some privacy issues

Conclusions and Implications
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